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Fig. 1 Multi-dimensional role access control model for data resource
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Fig. 2 Multiple properties of data resource
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Fig. 3 Concept of target object dimension

MIEL 3 0T LUE B 51 AR AE I 20 ik 4 A 60
LS AT Z R AL DL o T LK (52
HEMKEIRERR. ZREEEEL T R A
He BN B A A (0 4R 0 A PR IR X L EL R A A R
ZWE R O BB Z . B SIAERYE I iR
B RS R B G RTERF R R
B (e M o ) BEAT A BRI AT . R RS AR
F14 A €0 SR AE AN [R) 2 JEE b 538 D A [R] ) A X 45 g
it IF B ZERE A 2R n] LUGE ] RBAC
T PEAT B A L

DL  FEAS SCH 9 22 ERE LT — > (0 HL 5
Je A GHIR R R R L 4 A G EIL R AR . B
d % AR WA — A M @ R #R AT AR R

R = (risryyeesry), (2)

TEA A FARYE 1 B R 2 UCA5 44 m] fE 4% AN A
[l o {5 B bl B DA ol i PR R ARGE | SR Y
T J S ST 2 A AN A 4 TR . (BAE TR
DX Il i 1 4 D) 2 R A0 5000 SR 4 O A 1) M I 7
T B3 Hh 58 e AN [l (9 )2 IR 45 4

R

B4l s R R A5
Fig. 4 Hierarchy of station property

for data source



618 Mo R

% 4R

%23 &

2.4 ZEMEENRAEER

B KA AR B AL, A SCOR DY JC A (R4

FHP B AR B9 g S P AR R B AR 4E 24

FAFRIE LR R IR i B A AR . U T
ZH B B R S S R AR AR 2 b A7 A Y ot 4
(D, U,O,P) WA F U ERMEYED T4 T3 O
HAEMNR P,

FELAERE DR R AT DIAE S 3 AN P U XS
MTEBFEX R O HAMAR P b IcHEEILH
P(D,U,O,P)),P,({D,U,O, P)) & i Xf Fij
U BT E X R IEM 2 0 EA P AR
BT ES . HUFRRHP U IR 70 M€,
gWHFRRHAP U FrHEZEEWHP 4 g.

P.((D.r(U). 0. P)) i3 H 7 U TR T 1y
A r XEENR O B HEA PRI 7o 4R
4. Py((DyHypu (g (U, O, PY) il 3 i P U
HEZEEOA N A ¢ J g ZF BT A B #8005
FUALTAR AT B X BT R O # B AT P AR B9 P4 T
HBRES .

H o (o) RBORIFAE R T AL o B JZ A IE 45
WL AR T o 2y SR ILLUN T A T S B
AN ES . SN H,, (o) pR B3R AT
TERTZR « WEZMELHT . TAERT « i
LIz ERY BT AT A CH 2 AL 5 AR D B9 28 1 41
JEAIE S

WA T KR

PK«D,U,O,P)) = P,KD,U,0,P)) U P,KD,r(U),0,P)) U P,({D,H.(gU)),0,P>), (3)

M PP, PP, 3 NEGHIESE. B BE
@A B AR A A B BT A i P 43 AT A
Rz A,

P RR A E RAEZAYENE D T AEm E P
U B O MR P AgFrde . 0 i U 2 fH

fi(D; . U,O:, P)

EEDL

JTTU69{<D,'9U90/9P>} g P(<D,‘7U90,‘9Hup(P)>>9

1False,{<D, U.O,.P)y ¢ PD;,U,O;,H,,(P))),

A BRIIAT fiE

BEERAERCH Jy do WIAE 2 30 2% 1R 0 A2 1 20
T TERE—ADERGE D, G=1, LA U X
PRAE IR R GE E 1 0 O, IALBRHSE eR B

4

pP&«D,,U,0,P)) = P,D;,U,0;,P)) U P,D;,r;(U),0;sP)) U P,(D;, Hyu(g(U)),0;,P))

Horpror, (U Sl P w TR 09 A 40 r 1255 TR 4
i BWMAEsr . H, (P) Sl i AR 2 R &4 7 2E
—IRRES . ZES LA EHIR P A L.t
EWAZAR P A EERUR .

A3 15 1 i 25 R b, True 3R W] H 25 AUKR

False WA HA&RR .

) A X e — 2 2 B A AR 2 . AE
FAAEZ A B R AES DI 22 4E ACRR ) 7E JH P9 JT Al 21
BREL Foa (D ULRLR) R, True Fon A AT LR
False F/n B PATAUR . 2W0F -

F..(D,U,0O,P) = f1(D,,U,0:,P) A f:(D;,U,O;,P) A\ - N\ fu(D,,U,O,,P), (5

Li BRrd, n LA AR E AT DUR 45 A OF
PR 238 3 A SUUAG A B IR T R U AR A B
MR . @il 51 R G S B0 B dls B 8 45 b
JE Ak T S o A BT IR A G SCRFAE A R 1 5%
TR VL BEAT AN R O BURR SR A . L2 U A B AL v
FUFR A 15 B2 05T J 10 B3 IR 250 L LA 1 A [
PR DIMG . OFI AR RLERL T8 M EERE
B IRAEBE boAT LSRR A S A AN R 4E il AN [
A B DL 0 T A BRI A @ 20 IR (AL
BIR » 5 BEAS R R A AT £ 2 18] (9 S 1K O% 28 R I 2
A E B R YE TR B AR

2.5 BERIHENREE

Y9 RBAC BERY 9§ i L AR R v B A £ (5 10
AR R EERE — DR 5 G &R A BEAR K A
O T2 L 16 2 BOR BR PR A 338 4 L By 1 ™ A 2k R A
o SRR RLHEAT H A BR 3 A B AR .

ARETY P AR ) 3 25 A8 B SR 0l A
MBS HCE . R AR R G AR RS . i
010 20 2545 TR R A A R TR B L b i 4 A 10
SR AR C RS SR DU R 23U A
R AT A R 5 A 2 0 5 I I B L A % TR 4
by Z (R AR AR R G R IR



% 5 3

ZEfi R A5 T RBAC {934 25 4k S04 A PR 7 RS R %) 2 57, 619

ASBEILR S — > G 2620 W 45 0 A
GAESHCAFRELEEG THREIEMOITE, X
L6 2 g 40,73k A UM VR R 2 A7 7 (IR 78 i —
b S8 B R RT TR I L SR L AE A €0 0 R N E D
LB — %R R AR AR R IR
).

i) B3k — A 3 € B 5 6 20T 5 M BR 92 A 8 AE 2 T
A BEWREES T WA 4 M 85 A BEMER M
.

B — A A I 06 25T () I A ST 4 AR 6 03

FERELUE — MZE R L B AR
RIRM A, KI5 A SATE A BN MEg S
M REAS A0, 15 8 HAE R IR 4E B 4E Ay (0
T B3 — A~ B AR Ak s a6 20T 51 M B 4 iR A AR AR o
A O TEZZE R b i 4E A 0 55 A RE I BR
ZERYE.

BARYE Al 000 B Z R QR R G R IR L BR T
TEAZHE L N TR HEAT Ak 7R O 28 A 3 23 3 Wi B A
@, Bl AEREAFARYE B AEBIN T — A A
@I OB 1 2E f (0 4R 5 R A . T BEAR 98 7 2k —
L E 2 TR G P R A BT R4
F1% 24 £ €8 53 H5 2 75 SR RO 5 A4 A )

TE M BR — > 48 £ 10 0 12 BT A9 4E A (0 48K G R
Jai o W BT ARG T A AR 7R O AR 5 4 Bl A0SR T 26 A
R B BT A AT %0 1 AT R

3 MUREH RGN BT 55

3.1 BRGEEH

HRAE 2 AEA SR F e R, A e T — > HA s 3 AL
FRAS L) RE 1 B ) RS TF R ia 17 . i R G A b T A
TR H 2 E LA B LT 5 (CIMISS) " 1)
R e AR AR A R R G XA B L
P AT MR 55 P R A T EE U ) AR A 1

K FH 22 4 R R A7 FHASE TR (1% 5 4 7 1) A B A P 2R
GERy— M PERESR N & 5 FUR .

HEZL o3 FH P 5 2 i st o7 AR B2 7 O P 4R R 56
WE Chndn A5 BoA LRI UE L B 0 TAGIE L 9% U5 AN A PR
JER M S8R PRI R AR F S A . AR D HE 4L
H FE AR R AT ] 3 SR R T S 4 A A R T R X
TR AT RN, S5 B0 R 46 R A3k i P A
FEABR A P . AEAR B BIE 1 P b, 8 X 45
FURR SEAT AR 25 38 21 4% Fh AL B 0] 80P 2 47 A FR
HIE

BRI i
a5
Sy LR Sy i /L> P AT AR
il f& WAL A
%gﬁiﬁ’é
FRYUETL SBUKF fatusy & sy |
BUREER A > BT HPESE
;F';Zg;‘gj; AT [F)
ey el
, ¥ 1
SR N ok | A F A AR
Eiky S e > TE)T:?E
AT
g ant BRI AR
&5 B 17 R A R T R G E e
Fig. 5 Framework of multi-objective dimension access controls

f£ CIMISS J 8 2 G H AN o i 5 i i
NG B AR B T 45 1 S U AL A L T R
PR 7 A AF 52 BRASL BR A B A 22, 552 B B4 9%
[ AS PR A5 P A

D %5 5 I i A P 42 R T s A B 3 TA
E T B OB A GIE R E AR 5 U0 B AR AGE) S

i A G B RS P 25 M B ik 4R Tk 2 1 i e
PG A G i PG £ A5 B 30 Ik X i A 4 7 4% A
W ECE A AR BT A Ik R A A Rk
HAEBIE B A REHEAT — . BRI .
Un SR RSS2 A ik s A I BE AGZ AL PR
500 A B GIE R B



620 oM K

% 4R

%23 &

QTS U A B WA E 3 A P R
IR 20 1 B O A AP S e A B AE R H b R G S
AR PHE B (Users) o 3 3 8 H 1 P (5 B3R 1
MramoLmit s eakmlr., RAEGEHR
AR RHEARG ., WRHP W AGRESHPE
SO P 3R rh 0 A A R — B E A B 5k
7 DU A 3% [

O Z 1k B 1 B0 UE I 45 75 3l 28 29 A5 A4 0/F v A D
BSCE IR S B AT SR I P AR A B UE 4
S8 AR 8 P A5 B A% 34 45 B DR A R ) s 1

@ BEPEAPR ) 2 21 2k B P (5 B R DL A P
168, 56 B % (UserRoles) 3875 % 5% 7 @ 1
£ M P 145 8 2 S 4 AR i g oG R 3R
(GroupRoles) 3845 4 A FH 7 H1 I J& 41 09 #6011 4%
3 1Y £ £ FEAR 48 & IR 4E 1 6835 (SubRoles) 1 1&
PRNAOESDERGET B EIRYE M @0, #
ML % 1A 4 £y (6 A BR 1% # % (DimensionRoles) i &
FPAES A B IRLE T 1 B A7 A PR 1 5% 5 33X AF 3044 B
BANEETHP R EMAE. T EANRES SH A
H SRR 4 A Z f, H R HE X2 Y ot 4l (dimen-
sion, user, resource,right) i) —AHEIEEIC FES.

© 2R FH 38 2 35 A e Al 35 A X i T
F1 BA VT IR BBR £ 1 AR 916 B2 U A 1D £ i) HOR 77
L&A b — 2P A AR DU ST AL 4R & b L )
o P A BT ) BE BERCRR A E 20 3% [ 5 A
BRI PEVF T AR S

© il 2 BT PR AL BRI 5 AL 9 AR ok 0 7 T U
FH PR AT LA IR ABR U7 [ 40 98 . Jl i i A —
PRI T — BB TIR BRI = R 5
A BRAE B JT 3%
3.2 HIEERLEHN

N T S22 YERL YT X U5 R A A A 2
TEA BB P Sr B e . SRR T AR
LA AR P R T P AR A AR BUR
ENAEIP NS DS N DRk P RN V3% PSP
R M OBIRRBGT SRR F DM R, AR
FIAZ AR IR I — & AR

PTG B 3L 52 5 [ (4 2 A BRAE R 7Y 1Y
FARR R E-ROME 6 Fros ARV WK 1, 7%
5 A 7 (BB 6 rp A& SRS AR O
SRR R A S PR N P S R PR (E A BTN

6 ZYERURAE A E-R R

Fig. 6 E-R model of multi-objective dimension access controls
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Table 1 Description of the rights management database

Bl 2 4 B Al FRFER
o R g userID: /7 ID
Users WWRRAGEA P EAFER groupID: FF IR i BE41 ID
rolesID: ffi & 1D
Roles WRMEER rolesName: ffj & 44 ¢
rolesDesc: £ {04 iR
UserRoles 171 FH P R0 AR €40 06 R B0 UserRolesID: F] F-# 4, 68 1D
grouplD: BE4 1D
Groups SRS T E R R groupName: #f2H %
groupParentID: 2% S B4 1D
UserGroup A48 FH P 5 B 10 06 &R B UserGrouplD: F P-4 X8 1D
GroupRoles e R RSP RN P % 4 & GroupRolesID. #f4H-ff {2 3Bt 1D
SubRoles A FARYE S 53 B AT R subRolelD: ffi & -4k ff {53 1 SCHK 1D
dimenRolesID: 4k ff {043 & 1D
DimensionRoles A7 B A 4E B 1 €8 5 BRI Y 26 R B0 di dimenRolesName: 44 {4 7> & 44 FR
dimensionID: ff )& 4 ) 1D
L R e X privilegeDatalD: AR {& 1D
Privilege 0 SR R HUAE B U A B AR A PR privilegeDesc: A
dataResourcelD; % 1D
‘ . dataResName: %% Jf £ FR
DataResource 0 SRR B IR BARGE B 24 PR Ve ik 45 dataResCategory: ¥ Ui 2
dataFileType: % SCF2880
- - I ) . operationlD; HA&#:4E 1D
Operations IC T EAR B B Bl A& s 5% operationName: HfE 4 B
dimensionID: fifJ@ 4k ) 1D
Dimensions iCRERYER E X AE S semanticDesc: 4N 37 5 fili it
hierarchyXMLFile: % &4t 2 W 45 # XML 34
A5 BRI TR) 2 5 T R 19 72 4 1k R B3 L i
4 N % HHEA B0 EB 1138 IR 55 4 A0 X 1

AR SCAE BAR ST M T 25 4 (8 1A RS B i
LG I R GRS P A AR &0 T
e T 1) G B R R 55 114 — el T e A PR A B
R —— 22 4R Rl 0 = AR A BT 5L BRI A
AL PRAE 7 15 50 B AT B X1 51 % 4R 4
MR T 1) G B BB 22 B B 2R Y 2 s 126
ﬁ“ﬂ’ﬂ%ﬁ»&*ﬂrTEi‘iﬁE@*Rﬁﬁmii$ﬂfﬁﬂ%ﬂi+%;ﬁ

c BT RERMENEEHGERARFELERETE
(LIMISS)?&T)E%H&%*XFE?*%’JT%’*”EI’J FT 913 6 1 T
TE R IR 2R GE AT B IE L I K A1 0 CIMISS Hh K
P I = AR G Bt ST — AR AE B D) R 1 5% R A
HHABR G — B2 S LB 5 N . 5IAZ4E
*ﬁiﬁfﬁ%*y@ﬁfi»l‘ﬁlﬁﬁ%ﬁﬁ’mﬁﬁrﬁﬂﬁ%/vuﬂj
Xt S Boll 55 8 A 1 3% L BT AL T RO SR ALS dE B

D& 12 915 822 4 B 1k P RS 7 1) i al » R o
EHGE L ARGEMIERW 1T HA T EAEA .

B O AL TAERIIEZIRE L 0L
R I3 ik B 0 ST 7 R R
2 % XM

[1] Sandhu R S, Coyne E J, Feinsteinh L, et al. Role-based ac-
cess models. IEEE Computer ,1996,29(2) :38-47.

TG A F 4 1Y

[2] Crook R, Ince D, Nuseibeh B. Modeling access policies using
roles in requirements engineering. Information and Soft-
ware Technology » 2003, 45(14):979-991.

(3] B, fa ¥ 55 WAl i, — b J A0 3k Ty £ A PGS RS Y (E-
RBAC) 5. T ML TR 5 FE . 2006, 28(9) :126-128.

(4] BAAKT. PDM 2G5 v AU A 34y 6 0 0F 52 5 0 . i 31 58
AR ,2007,37(1) :84-87.

(5] xUztdfr. w2 AR5 R, 3T RBAC AR & BB A Y ple itk 5 10
F. AL . 2008, 28(9) 1 2449-2451,



622 MO R % % i %234

(67 Acam ., JEI WA X0 R0, 55, — e 1 A 55 A9 00 B A5 BB AL 3 [13] Him 5 Rt R, %5 ARLELLERENRITS
B, 2005, 28(4) :677-684. . ARG 5 2011,22(4) :505-512.

L7] BRER, MR, B4, 5. —Fh B T ok RBAC ALY EIS Y [14]  FEEZEEHEH . b E R BE R L 55 B A
P4 FRLAE 22 0 BF 9 5 552 B 3 53 LR T 9F 5% 5 2010, 27 (10D Bk 5. B R 2F H, 2004, 15 T < 10-16.
3855-3858. [15]  JRIUe e, E 3 o o] SCAR. 4340 30K 5 050 R 25 3R 40 i %

[8] f=uh, 2= M. RBAC w35 F HE &4 19 A PR & FEF 58, 1T R 58, MR 4%k 2010, 21(1) < 121-128.

RS BARBIF I, 2011,41(3):308-311. [16] v, EEE . ME, 5. LGB0 ST T 2R %5 R M

Lo {344, miffy , 23 ML, 5. M4 53205 B AL 2098, B A TS MRS ¥R .2010,21(2) 1 243-249.

%24, 2001,12(1) :127-128. [17] =, THEE B, % 56 5 LBUE L= &G d iy h;
[10] EESE R R SR ICEIE bR E S (5 B R A H AR B, . PRG54 2011,22(3) :367-374.

PRG54, 2005,16(1) :114-121. (18] 1L, IR kL. 5. AR AR LG BMF 15 75 <
[11] R PR, E4EH. % GISHEREREILM S RS Hk S 5B AR 2008, 24(5) 1 48-51.

TR L. R R4 5 2008, 19(3) £ 380-384. [19] QX/T 102-2009. K G ¥kt 532 5 4%, KEAT WA (QXD)
[12]  #LEE . ZE. WMO {5 B R G h L o 8udis it 5 52 8. 2009.

R4 ,2012,23(2) : 238-244.

Privilege Management Model Based on RBAC for

Meteorological Data Resource Service

Li Dequan” Ruan Yuzhi” Yang Runzhi” Ma Tinghuai®”
Y (National Meteorological In formation Center, Beijing 100081)
» (Nanjing University of Information Science & Technology, Nanjing 210044)

Abstract

In recent years, Role-Based Access Control (RBAC) is apopular privilege management model at home
and abroad, which has a distinct advantage than the other traditional access control technologies such as
MAC and DAC. The basic principle of RBAC introduces the concept of role endued with authority between
user and privilege, and user is also endued with role.

However, RBAC still has its limitations when it comes to applications in meteorological department of
CMA with fine-grained data access control, and distinct definition. To meet the growing demand for data
sharing, a novel access control management model must be built.

According to the requirements and characteristics of meteorological data sharing, a model is proposed
for a general solution of data-sharing privilege management and multi-dimensional data-sharing privilege
management, which is improved from RBAC model.

As a shared data resource, meteorological data have a large number of classifications, with a complex
hierarchical structure, and very fine particle size of retrieving. In consideration of these comprehensive
characteristics, this model introduces the concept of targeted object dimensions in RBAC on the basis of
more flexible rights management mechanisms and calculation formula, which improves the security and
flexibility of the data sharing services to meet the needs.

This model decomposes the fine-grained access privilege of sources by object dimension, and realizes
access control of different levels from coarse-grained to fine-grained. The model can authorize directly not
only the role but also the user, which greatly improves the flexibility and scalability. The model has been

developed as re-pilot study in China Integrated Meteorological Information Sharing System (CIMISS),
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which is the key project and the practical application of operational systems involved in the meteorological
department. A prototype system is built to verify this model. Its deployment is helpful to manage the data
retrieving and information access, and simplifies data authorization, maintenance management process, and
improves data security. The model supports general security framework of the meteorological database in-
formation services, which prevents unauthorized user to access data. As a result, high stability and good
security of the simple privilege management model are achieved, and security management information sys-
tems based on this model will play an important role in the meteorological data service in the future opera-

tions.

Key words: RBAC; privilege management model; multi-objective dimension; data sharing
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